IND18-103 :uysS!f 058

b ol halas Julii

$
2
—
¥
Y,
Y

$

sl Jalf

CE



http://holistiquetraining.com/ar/course/cybersecurity-risk-mitigation-ar

sl Gaa

rJ.’.'I'.'LuJ cB)JA-" sda JM'

o el Jals shlaall sdasy gl ¥l Zeaal g,

o leinki 885 ekl wlelin & ileall @3 2adddl wilslls ol sill sy,

o Olhll gl ge¥l o SLbYl dlac el (8 Loy clasgady Ladl gy lupall ol 2dlinell z3laill Jula
saatall ilasll 3 (CAP1753).

o okl wlabie Giline Jals Lpale Gpailly ol & ilmadl o3l sasall ol laalls sulaall g,

o sl oI & sl lan Lyall ¥ shaels Ldsiaaiy o libull 3 sl

o Zadall 8,l] Zalail oy 3l g (SMS) (a¥1 5,10] 2akiils (SeMS).

o shlaall aias Ol y gl pe¥l Cias illge i

Ssgead!

C,ASHQ_L:JalAAJngLAJJMJIrJa;stlos?ijwsaoljgchz_;um?ju@g?s”_\.na_uﬁmv:.
Jels Yy Bude o sSiw il

o wloslaall la gl i< cwaige
o olaslaall pud clwj, (CIOS)
o Sloglaall bn ol 913 (5 100

o il a8l (5 e

o shlaall g e

o Shlaall s

o JUiaYl fg5uue

il dagia

fanlyay 0S5 Lball a s JalSI Olagiwd Ty gdll 3 5a10 SUSH Laill ol po de sie e gane 8y gall 1ia aaiig
i il ¥ laadly tat )l il oliaall e o gl bl 2 sl ¥l 2akid 2l wiluly

JSYETENR



stk el il oo de sanall sda acaii Gelon dhadily dilae ooy dselan o liliog dyapis
JolS Uy uyall (s simally 2ilatall (il s ogislaal (S, Liall.

saalall

loslany 3lasi uilS ¢l pw o lill s Lo oS po Jolaii il Zawlsll ole Ul o olpplall de i yind
ol a3l a Ll Ziln s dadis e S JSy 5 cony Galitall S sl libasll & g il s 5l dlasl!
g el 50 lilaally il il e 5hhaiil o lasal.

gllady obldl sda oualily dwbun Slly e sging oS allas 6F gLl e BEAN 50 il o3l 1)
AMJ;,LAJ%.MI QIJ.!A.GJJIJJLLSAJIC'I‘A;J.!M Y».LL.‘JIGU.LL;AJJ 99 e lagdag "J%!QSJJ.)-‘.A“C)-“
agaailly 45l olela ¥l Lty SLail Lol il olsl saats Gay ologlaall,

Llaall (s gisan Jub shalaall g i . il o3 Jlae & Gygun Ssha o ilynull o3l jhlae (ida
stinall SLEY 06K o camg s allall Jals Shlaall il ol il sae i oSay Jlae¥l iy aiul e
dgan aie Jla sl e Cayailly il 248l he s colingliwdl sia Jae 243K il calage.

el bbaaally oy sSIl (s siae

Section 1: Introduction to Cybersecurity

 Defining what cybersecurity is and why it’s important within an organisation.

e Exploring the consequences of poor cybersecurity and its detriment on organisational
information and stakeholders.

e Common issues faced within cybersecurity and how to appropriately prepare for them.
e Guaranteeing customer and organisational data can remain safe and protected at all
times.

e Typical methods of cybersecurity utilised within aviation.

Section 2: Assessing Cyber Risk

e Conducting a risk audit to identify system risks, their probability of occurring and the
detriment they would have on the organisation.

¢ Analysing risk audit data to categorise risks based on probability and severity.



« Utilising risk audit data to create a risk management plan detailing all risks,
preventable actions and corrective actions.

e Balancing preventative action with corrective action based upon each risk.
e Integrating risk oversight into corrective action.

Section 3: Cybersecurity Regulations

e Reviewing organisation-specific and regional cybersecurity regulations.

e Ensuring full compliance with all cybersecurity regulations and standards.

¢ Analysing ICAO Annex 17 and how this would apply to the organisation.

¢ Implementing the Information Security Management System (ISMS) and ensuring
accessibility to all necessary personnel.

Section 4: Cybersecurity Mitigation Strategies

e Exploring various risk mitigation strategies to protect valuable data.

e Establish secure network access controls and monitor their use regularly.

e Carefully supporting network traffic to prevent system overload that may leave data
vulnerable.

 Creating a disaster management plan to work alongside the general risk management
strategies.

Section 5: Monitoring Cybersecurity

e Enforcing regular system checks to ensure full productivity and security.

e Implementing a continuous cyber risk monitoring system to identify and alert to
problems before they occur.
¢ Conducting regular maintenance on the physical,and electronic systems themselves to
eliminate the risk of physical faults causing system faults.

e Updating risk management plans through regular system monitoring.
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WHAT IS CYBERSECURITY RISK
MANAGEMENT?

e =
Navigating Cyber Threats: A Full Guide to Risk Management

In the digital era, cybersecurity risk management is paramount. This blog post delves into
the process of identifying, assessing, and mitigating cyber risks. Learn about Al-driven

.solutions, UK laws, and how to integrate risk management with your business objectives

YouTube Video

https://www.youtube.com/embed/09jTy5p)6pw?si=G84EbORL81-K-97K
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